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ABSTRACT

This thesis presents the development of a blockchain-based anti-counterfeiting system
with enhanced consensus algorithm. Market surveys reveal that counterfeit trading
activities are increasing rapidly, and the rise of counterfeit products has adverse effect
on economic growth as well as public health and safety. Existing anti-counterfeiting
solutions do not employ blockchain technology with enhanced consensus algorithm in
combination with product inherent features, copy-sensitive Quick Response (QR)
codes and location information technologies. Thus, fully functional and affordable
product anti-counterfeiting solutions with traceability, immutability and transparency
functionalities are widely and urgently demanded. In this research, object-oriented
software analysis and design technique in combination with Rapid Application
Development (RAD) methodology were adopted for the modelling of a prototype
system used in demonstrating the work. Ganache, a private Ethereum blockchain
network was setup to serve as the backend platform. Open-source software such as
Truffe suite and Solidity compiler were utilized in setting up the Ganache network as
well as in compiling and deploying smart contracts written in Solidity language. This
work designed and applied an enhanced consensus algorithm named Proof of Product
Contribution (PoPC) that is fully decentralized, and balances between efficiency and
security. It also developed special QR code generator and scanner using Kotlin. The
developed system is unique as it combines blockchain technology, product texture
(which is an inherent feature), copy-sensitive QR Code, location information i.e. GPS
coordinates as well as Track and Trace technologies in proffering reliable solution to
counterfeit trading. Test results prove that PoPC is very fast with average execution
time of 5 seconds as against 56 seconds for Proof of Stake (PoS) algorithm, 62
seconds for Practical Byzantine Fault Tolerance (PBFT) algorithm, 75 seconds for
Delegated Proof of Stake (DPoS) algorithm, and 600 seconds for Proof of Work
(PoW) algorithm.

Keywords: Blockchain, consensus algorithm, counterfeiting, distributed applications,

Ganache, Ethereum, security, product texture, copy-sensitive QR Code.
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CHAPTER ONE
INTRODUCTION

1.1 Background Information

Counterfeiting remains a significant challenge in both local and global commercial
systems, and can be noxious when it has to do with food and pharmaceutical products.
Trading activities in counterfeit goods do not only have negative impact on sales and
profits of industries, but also generate profits for organized crime at the expense of the
affected companies and governments (Yiu, 2021a). Hence, counterfeit trading activities
have adverse effects on the economy and public health, as well as the safety and security
of the wider community. For instance, in case of food and medical products, the
implications are more severe than monetary: counterfeit products do not contain the right
active ingredients, and therefore can be nocuous. This is more predominant in developing
countries as people die after being treated with fake medicine (Sayyad, Adil, Vaishnavi,
Mukesh & Devisha, 2021).

Worse yet, market surveys carried out in recent times reveal that counterfeit trading
activities are increasing at exponential rate. For example, the counterfeit medicine
industry is estimated to be growing at twice the rate of legitimate pharmaceuticals,
thereby accounting for 2.5% of total pharmaceutical market. In fact, International
Chamber of Commerce predicts that the negative impacts of counterfeiting and piracy
will drain $4.2 trillion (USD) from the global economy by 2025, and this will put 5.4
million legitimate jobs at risk (Keith & Jith, 2020; Pacific Research Institute, 2020).

Counterfeit product trading activities are operated swiftly in the global economy. This
results to the misuse of free trade zones, thereby taking undue advantage of many
legitimate trade facilitation mechanisms. In most cases, these illicit activities thrive in
economies with weak governance standard and limited innovative technologies to combat
product counterfeits. Furthermore, counterfeiters are becoming more and more

professional and sophisticated. They are always developing approaches to better package
1



counterfeit products and bring them to the market undetected (Tavares, 2020). Thus,

detection of counterfeit products in today's market is a great challenge for consumers.

Many individuals, firms and organizations are working tirelessly to stop this process
which is harmful to everyone in the entire world. Various branded or reputed companies
are leveraging modern technologies to develop anti-counterfeit solutions that can identify
counterfeited products. Such anti-counterfeiting solutions will not only protect
organizations and individuals from financial losses, but will also provide customer safety,
especially in the case of food and pharmaceutical products. According to Sayyad et al
(2021), good anti-counterfeiting techniques should generally be simple to apply, but
difficult to duplicate and reuse. It should be possible to utilize them without special

equipment, and it should be obvious if they were tampered with.

Presently there are three common categories of anti-counterfeiting solutions: overt,
covert, and track and trace. Overt technologies contain features that are expected to assist
the consumers to confirm the genuineness of a product pack. Such features will be
significantly visible, yet complex and expensive to reproduce (Keith & Jith, 2020).
Color-shifting inks, security threads, watermarks and holograms technologies belong to
this category. End consumers need to be briefed in advance so that they interpret these

technologies correctly to verify fake products.

Covert technologies are applied to the product itself but are not identifiable without
special equipment. The rationale of a covert feature is to aid the brand owner to recognize
a counterfeit product. The general public will not be aware of its presence nor will they
have the resources to confirm it. These resources include ultraviolet electromagnetic
radiation, bi-fluorescent and pen-reactive ink, as well as digital watermarks and hidden

printed messages.

The final category is track and trace. Radio Frequency Identification (RFID) tags,

Product Inherent Features, Electronic Product Codes (EPCs), Barcodes and Quick

2



Response (QR) codes are the main technologies in this category. Track and trace
technologies allow for simpler tracing of products, by making the history of a product
available to consumers. The tag or QR Code is included by the manufacturer. Then,
distributors will scan the identification, enabling them to check the authenticity of the
product and update the status. Finally, retailers can also scan the product, to check the
history and authenticity of the product. This approach does not only tackle the counterfeit

problem, but also enables track and trace throughout the product lifecycle (Daoud, 2019).

All the three categories of anti-counterfeiting technologies mentioned above have
disadvantages and limitations. Overt technologies can be imitated. Hence, it is difficult
for the average end-consumer to distinguish between a convincing imitation and the real
product. Covert technologies require special devices to identify counterfeited products so
that customers are neither able to detect counterfeits nor verify the genuineness of
products. The track and trace technologies with its encoding and security features can be
used in combination to improve this situation but it leads to another major issue —
overhead cost. Consequently, the price of a product continuously increases, which in
certain cases eventually encourages the end user to seek out counterfeit products (Daoud,
2019). Moreover, track and trace technologies rely on a centralized authority that is

neither immutable nor fully transparent.

In response to the growing concern in product counterfeiting as well as the limitations of
existing systems; innovative, fully functional and affordable product anti-counterfeiting
solutions with traceability, immutability and transparency functionalities are widely and
urgently demanded. These solutions are expected to utilize cutting-edge technologies so
as to ensure the provenance, as well as the identification and traceability of genuine
products. Unfortunately, current anti-counterfeiting technologies do not meet these
requirements as every one of them relies on a centralized authority to combat counterfeit

products. Such centralized architecture results in issues such as single point processing,



storage, and failure. Interestingly, blockchain technology has emerged to provide a

promising solution for such issues.

A blockchain is a software that allows a network of computers to connect directly to one
another without a trusted third party as a transaction intermediary (Ma, Lin, Chen, Sun,
Chen, & Wang, 2020). It establishes a distributed or decentralized network of computers
through which values can be exchanged instantly, stored securely, and at a lower cost.
The data is copied to multiple nodes and each of these nodes runs the copy of the
blockchain. Due to this, and the fact that the data is stored immutably in chains,
blockchain eliminates the chances of the digital records being lost. It also reduces the
chances of having the documents tampered, and a situation where they become
unavailable in case one user’s node or computer is inaccessible. Blockchain system is
further based on distributed consensus algorithm, smart contracts and encryption

algorithms (Sayyad et al, 2021).

Following the descriptions of Ma et al (2020), the characteristics of Blockchain
technology are briefly discussed below.

(a) Decentralization: Through decentralized operations and storage, each node of the
blockchain implements the verification, delivery, and management of information
at the local side. Blockchain technology does not rely on an additional third-party
control; it has no centralized control.

(b) Immutability: After a block has been approved and added to the blockchain, it
cannot be tampered with. Accordingly, once a block in the blockchain is altered, it
will be detected immediately and rejected by other nodes.

(c) Transparency: The data in blockchain is completely public and anyone can access
it. Within the information flow, one can clearly see who is passing data to who as
blockchain maintains a continuous transaction log file.

(d) Flexibility: The technology of blockchain is open source and anyone can modify it

into his own version. There are already numerous flexible blockchain platforms

4



available, and users can also redevelop a new blockchain platform if they desire to
do so. Blockchain is an unlimited technology meaning that users can create
multiple applications based on blockchain.

(e) Privacy: In blockchain, each user is anonymous, and each user can have multiple
addresses. When the system is operating, only one address is used as the identity,
and the anonymous address can hardly be mapped to the real person, thereby
protecting the user's privacy.

(F) Security: Public key encryption is used in blockchain to protect data security.
Users can generate their own key pairs, including a private key and a public key.
A private key is used to sign data, and a public key is used to verify the
authenticity of the signed data. As long as the user prevents the private key from

leaking, the data will remain secured.

Basically, there are three common types of blockchain networks, namely: public, private,
and hybrid or consortium blockchain. A public blockchain, also known as permissionless
networks, does not have any central authority controlling or directing its operations. All
users participate in governance. Hence it is censorship-resistant since anyone can
participate in the network regardless of location and nationality. Transactions on a public
blockchain are public and visible to anyone through explorers. (Tushar, Saha, Yuen,
Smith & Poor, 2020)

A private blockchain network, also known as permissioned network, on the other hand, is
run by a private organization. The organization acts as a means of centralization because
it limits the participants based on given criteria, and defines who connects to and

transacts on the network.

A consortium based blockchain, also known as hybrid blockchain, is a blockchain
available to an industry, group of organizations or individuals. It is a shared ledger, but

unlike a public blockchain, access can be limited to members of the consortium. Though



write access could be limited, but all users are granted access to read. It is also possible to
use hybrid routes, so that some information is publicly available, while others are not.
(Sayyad et al, 2021).

Blockchain architecture is divided into three layers which are Applications, Decentralized
Ledger and Peer-to-Peer Network (Tushar et al, 2020). Application layer provides a
human readable interface where users can keep track of their transactions. Decentralized
Ledger is the middle layer in a blockchain architecture that confirms a consistent and
temper-proof global ledger. In this layer, transactions can be grouped into blocks which
are cryptographically linked to one another. The bottom layer in the blockchain
architecture is the Peer-to-Peer Network where node types play different roles and

various messages are exchanged to the main Decentralized Ledger.

Blockchain employs a consensus algorithm to determine how the system is governed,
how users formulate and agree on the rules, and how transactions occur. Some
blockchain technologies use hybrid algorithms to leverage the benefits of more than one
algorithm. Common blockchain algorithms are proof-of-work (PoW), Proof of Stake
(PoS), Delegated Proof-of-Stake (DPoS), Proof of Burn (PoB) and Proof of Authority
(PoA).

In view of the foregoing, it is pellucid that blockchain technology has the potential to
redefine the battle against counterfeiting as it allows immutable transactions, which are
publicly available and distributed globally. Moreover, it is chronologically updated and

cryptographically sealed.

Thus, in this work, we propose a low-cost and user-friendly blockchain-based solution for
detecting and reporting fake products. The proposed system combines product inherent
features, copy-sensitive QR Code, location information as well as Track and Trace
technologies. It utilizes a method for detecting counterfeit by capture of inherent features

indissolubly linked with the product induced by the production process itself.



The proposed system will utilize a new enhanced consensus algorithm that is, unlike
existing protocols, fully decentralized and balances between efficiency and security. The
system prototype will be a distributed application (dApp) with a supporting blockchain
network. We chose Ethereum as our backend platform due to the fact that our system
would require multi-state and flexibility in block storage to record data as well as short

block time.

1.2 Problem Statement

Counterfeiting can be noxious when it has to do with food and pharmaceutical products.
Counterfeit drugs do not contain the right active ingredients, and therefore can
compromise the treatment of chronic and infectious diseases, causing disease
progression, drug resistance, and death (Sayyad et al, 2021). This is more predominant in
Nigeria as people die after being treated with fake medicine. Secondly, trading activities
in counterfeit goods have negative impact on sales and profits of industries, and also
generate profits for organized crime at the expense of the affected companies and
governments (Sayyad et al, 2021; Yiu, 2021a). Unfortunately, Nigeria is among the
countries most affected by counterfeits. In 2020, the World Health Association reported
that about 70% of all drugs present in Nigeria were second generation goods (Tavares,
2020; Odumade, 2020).

Furthermore, counterfeiters are becoming more and more professional and sophisticated.
They are always developing approaches to better package counterfeit products and bring
them to the market undetected (Tavares, 2020). Thus, counterfeit trading activities are
increasing at exponential rate. Unfortunately, most current anti-counterfeiting
technologies rely on a centralized authority to combat counterfeit products. Such
centralized architecture results in issues such as single point processing, storage, and
failure. Moreover, even the few currently available blockchain-based anti-counterfeiting
solutions do not use efficient consensus algorithms in combination with product inherent

features, copy sensitive QR code and location information.
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1.3 Objectives of the Study

The primary objective of this work is to develop a blockchain-based anti-counterfeiting

system with enhanced consensus algorithm. The specific objectives are to:

(i)

(ii)

(iii)

(iv)

(v)

(vi)

(vii)

Model the proposed blockchain anti-counterfeiting system by adopting object-
oriented system analysis and design techniques utilizing Unified Model
Language (UML) tools.

Setup a private blockchain network that uses Ethereum as the backend
operating system.

Design an efficient blockchain consensus algorithm that balances between
efficiency and security.

Develop and code smart contracts for automatic execution of system
transactions using Solidity.

Develop the user interface component of a distributed application (dApp) that
utilizes location information

Develop applications for generating and scanning product inherent feature-
based special QR code.

Integrate developed applications into the blockchain network, and carryout

comprehensive tests on the developed system, as well as validate results.

1.4 Justification of the Study

In response to the growing concern in product counterfeiting as well as the inefficiencies

of already developed systems; innovative, efficient and low-cost product anti-

counterfeiting solutions with traceability, immutability and transparency functionalities

are widely and urgently demanded. A blockchain-based anti-counterfeiting system with

enhanced consensus algorithm leveraging product inherent features, copy-sensitive QR

codes and location information will provide a permanent solution. The combination of

product inherent features, copy sensitive QR code and location information will ensure

the provenance, as well as the identification and traceability of genuine products.

8



The implementation of this research work will have a far-reaching impact on the society
(manufacturers, distributors and consumers) as it will combine innovative technologies to
combat product counterfeiting. This will result in a very fast, easy, affordable and, most
importantly, secured means of detecting counterfeit products. Consequently, this will

drastically reduce counterfeiting and its adverse effects on economy and public health.

1.5 Scope of the Study

The area of subject matter in this work investigates the use of blockchain network with an
efficient consensus algorithm in combination with product inherent features (such as
texture, shape and colour), location information i.e. GPS coordinates and copy-sensitive

QR Codes in combatting counterfeit product trading.

The network will use Ethereum as the backend blockchain operating system as well as
Solidity for writing and compiling smart contracts. The proposed system will use an
improved blockchain consensus algorithm, and will be modelled by adopting object-
oriented system analysis and design techniques utilizing Unified Model Language (UML)
tools. TestRpc will be utilized in testing the performance as well as the efficiency of the

developed prototype system.

On the other hand, this work neither considers the development of policies and standards
for combatting counterfeit trading, nor does it handle the implementation of such polices
in punishing offenders. Thus, it is not concerned with copyright infringement, digital
piracy, and fraudulent documents; rather it examines the prevention of counterfeiting on a
technological basis. Also, there are various categories of counterfeit goods in different
domains: a precise taxonomy for each domain is out of the scope of this work.
Furthermore, this work does not include the development of blockchain explorer as well

as automated mechanism for enrolling products on the network.



CHAPTER TWO

LITERATURE REVIEW

2.1 Review of Key Concepts

In this section, we have thoroughly reviewed some literatures to enhance our
understanding of the key concepts in the development of a blockchain-based anti-
counterfeiting system. The review covers concepts of blockchain, product inherent

features and QR code technologies.

2.1.1 Blockchain Technology

A blockchain is a software that allows a network of computers to connect directly to one
another without a trusted central authority as a transaction intermediary (Ma et al, 2020).
It establishes a distributed or decentralized network of computers through which values
can be exchanged instantly, stored securely, and at a lower cost. The data is copied to

multiple nodes, and each of these nodes runs the copy of the blockchain.

Blockchain architecture is divided into three layers which are Applications, Decentralized
Ledger and Peer-to-Peer Network (Tushar et al, 2020). Application layer provides a
human readable interface where users can keep track of their transactions. Decentralized
Ledger is the middle layer in a blockchain architecture that confirms a consistent and
temper-proof global ledger. In this layer, transactions can be grouped into blocks which

are cryptographically linked to one another.

The bottom layer is the Peer-to-Peer (P2P) Network where node types play different roles
and various messages are exchanged to the main Decentralized Ledger. A P2P network
consists of a group of devices that collectively store and share files. Each participant
(node) acts as an individual peer. Typically, all nodes have equal power and perform the
same tasks (Binance Academy, 2019).

In essence, a P2P system is maintained by a distributed network of users. Usually, they

have no central administrator or server because each node holds a copy of the files -
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acting both as a client and as a server to other nodes. Thus, each node can download files
from other nodes or upload files to them. On P2P networks, the connected devices share
files that are stored on their hard drives. Using software applications designed to mediate
the sharing of data, users can query other devices on the network to find and download
files. Once a user has downloaded a given file, they can then act as a source of that file
(Tushar et al., 2020).

Since every node stores, transmits and receives files, P2P networks tend to be faster and
more efficient as their user base grows larger. Also, their distributed architecture makes
P2P systems very resistant to cyberattacks. Unlike traditional models, P2P networks do

not have a single point of failure (Tushar et al., 2020).

Blockchain system is further based on distributed consensus mechanisms, smart
contracts, cryptographic mechanisms and mining process. (Sayyad et al, 2021). A brief
description of the aforementioned mechanisms as well as the discussion of blockchain

properties will further boost our understanding of blockchain concept.

(A) Distributed Consensus Algorithms
A consensus algorithm is a mechanism that allows users or nodes to coordinate in a
distributed setting. It needs to ensure that all nodes in the system can agree on a single
source of truth, even if some agents fail (Binance Academy, 2018). Generally, blockchain
consensus algorithms are responsible for keeping the network secure and for verifying
and validating transactions. The consensus mechanism determines who is able to add new
blocks of transactions, and one of its primary aims is to ensure that the chain is not re-
written. Common examples of a consensus mechanisms are proof-of-work (PoW), Proof
of Stake (PoS), Delegated Proof-of-Stake (DPoS), Proof of Burn (PoB) and Proof of
Authority (PoA).

(i) Proof of Work (PoW): This algorithm is based on the idea of solving a complex

mathematical puzzle to generate a solution block. It requires a lot of computational
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power, and the miner who solves the puzzle to mine a block gets rewarded (Hu et
al., 2021).

(i1) Proof of Stake (PoS): This algorithm awards the highest chance of mining a block
to the person with the highest number of coins in the validators pool. In the
subsequent rounds of validations, the chances for the previously selected validator
keep reducing until other validators also get the chance to verify a block (Saleh,
2020).

(i) Delegated Proof-of-Stake (DP0S): In Delegated Proof-of-Stake,
stakeholders select delegates and outsource validation of the block to them.
Stakeholders will cast a vote to select delegates (Hu, Yan, Han, & Yu, 2021).

(iv) Proof of Burn (PoB): Essentially, PoB looks like a Proof of Work algorithm
but with reduced rates of energy consumption. The block validation process of
PoB-based networks does not require the use of powerful computational resources
and does not depend on powerful mining hardware. Instead, cryptocurrencies are
intentionally burned as a way to invest resources in the blockchain, so the
candidate miners are not required to invest physical resources. In other words, by
performing coin burns, users are able to demonstrate their commitment to the
network, gaining the right to mine and validate transactions.

(v) Proof of Authority (PoA): It is a reputation-based consensus algorithm that
introduces a practical and efficient solution for blockchain networks (especially
the private ones). The PoA consensus algorithm leverages the value of identities,
which means that block validators are not staking coins but their own reputation
instead. Therefore, POA blockchains are secured by the validating nodes that are
arbitrarily selected as trustworthy entities. The Proof of Authority model relies on
a limited number of block validators and this is what makes it a highly scalable
system. Blocks and transactions are verified by pre-approved participants, who act

as moderators of the system (Shamili & Muruganantham, 2022).
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(B) Smart Contracts

Smart contracts are simply programs stored on a blockchain that are automatically
executed when predetermined terms and conditions are met. They are typically used to
automate the execution of an agreement so that all participants can be immediately
certain of the outcome, without any intermediary’s involvement or time loss. Technically,
a smart contract is a collection of code (its functions) and data (its state) that resides at a
specific address on the blockchain (Kashyap, 2021).

Smart contracts work by following simple “if/when...then...” statements that are written
into code on a blockchain. A network of computers executes the actions when
predetermined conditions have been met and verified. These actions could include
releasing funds to the appropriate parties, registering a product, or issuing a ticket. The
blockchain is updated when the transaction is completed (IBM, 2022).

In blockchain, smart contracts play very essential roles, they help to make the
transactions taking place more safe and secure, and function in an organized manner.
They also help other components like applications running on these platforms to be more
accessible. In other words, using smart contracts make transactions traceable, transparent,
and irreversible (Arora, 2022).

When a smart contract is deployed, it creates an instance (contract account) on the
blockchain network. Deployment of a smart contract is done by sending a transaction to
the network with bytecode. An emulator can be used to deploy a smart contract on a local
network e.g., Ganache-cli (Wadhwa, 2021).

According to Arora (2022) developing and deploying smart contracts require the
following steps:

Step 1: Business teams collaborate with developers to define their criteria for the smart
contract's desired behavior in response to certain events or circumstances.

Step 2: The developers then use a smart contract writing platform to create and test the

logic. After the application is written, it is sent to a separate team for testing.
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Step 3: The contract is then deployed on an existing blockchain or other distributed
ledger infrastructure once it has been authorized.

Step 4: The smart contract is configured to listen for event updates from an "oracle,”
which is a cryptographically secure streaming data source, once it has been deployed.
Step 5: Once it obtains the necessary combination of events from one or more oracles, the

smart contract executes.

(C) Cryptographic Mechanism
Blockchain technology makes use of cryptography in multiple different ways — for
wallets, transactions, security, and privacy-preserving protocols. To accomplish these, it
employs different cryptographic techniques including public-key cryptography, hashing
and Merkle trees (Lai, 2018).
(i) Public-key cryptography (also called asymmetric cryptography) uses public and
private key encryption and decryption computer algorithms to secure user data.
The public key may be widely distributed, but the private key is meant to be
known only by its owner. Public-key cryptography is often used for encrypting
messages between two people or two computers in a secure way. Anyone can use
someone’s public key to encrypt a message, but the only way to decrypt the
message is by using the corresponding private key (Lai, 2018).
Encryption allows raw data being transmitted on blockchain network to be
converted to an unreadable format that makes no sense to third party readers.
When one user sends message to another user, the sender will use the public key of
the receiver to encrypt the data, and then the receiver will use his private key to
decrypt and read the message.
Another application of asymmetric cryptography algorithms is that of
authenticating data through the use of digital signatures. Basically, a digital
signature is a hash created using the information in a message. When that message
is received, the signature can be checked by the recipient using the sender's public

key. This way, they can authenticate the source of the message and ensure that it
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(i)

has not been tampered with. In some cases, digital signatures and encryption are
applied together, meaning the hash itself may be encrypted as part of the message
(Lai, 2018).

Hashing is a process whereby an algorithm (hash function) receives an input of
data of any size and returns an output (hash) that contains a predictable and fixed
size or length. Regardless of the input size, the output will always be the same
length. But if the input changes, the output will be completely different.
Conversely, if the input does not change, the resulting hash will always be the
same, no matter how many times you run the hash function (Binance Academy,
2020).

Within blockchains, these output values, known as hashes, are used as unique
identifiers for data blocks. The hash of each block is generated based on both the
data contained within that block and the hash of the previous block, and that is
what creates a chain of linked blocks. The block hash is dependent on the data
contained within that block, meaning that any change made to the data would
require a change to the block hash. A diagram of chain of blocks using hashing

architecture is shown in Plate 2.1.

Block |1 Block 2 Block 3
Header Header Header
Hash Of Previous Hash Of Previous Hash Of Previous
Block Header Block Header Block Header
Merkle Root Merkle Root Merkle Root
Block | Block 2 Block 3
Transactions Transactions Transactions

Plate 2.1: Using hashing to link or chain blocks (Lai, 2018).
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(iii)

Hashing is also leveraged in the consensus algorithms used to validate
transactions. On the Bitcoin blockchain, for example, the Proof of Work (PoW)
algorithm utilizes a hash function called SHA-256. As the name implies, SHA-256
takes data input and returns a hash that is 256 bits or 64 characters long. (Binance
Academy, 2020).

Merkle tree is a fundamental part of blockchain technology. It is a mathematical
data structure composed of hashes of different blocks of data, and which serves as
a summary of all the transactions in a block. It is a tree in which every "leaf"
(node) is labelled with the cryptographic hash of a data block, and every node that
is not a leaf (called a branch, inner node, or inode) is labelled with the
cryptographic hash of the labels of its child nodes. Put simply, each leaf node
consists of a cryptographic hash of its original data, and every parent node is a
hash of the combination of its child node hashes. A diagram of a Merkle tree with

4 leaf nodes is shown Plate 2.2.

Root Hash / Merkle Root

I Hash AB I I Hash CD I

) 0 0 n

ITransaction Al ITransaction B I Transaction C Transaction DI

Plate 2.2: A diagram of a Merkle tree with 4 leaf nodes (Lai, 2018).
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Each leaf node in Plate 2.2 represents a hash of the data for transactions A, B, C,
and D. Then hash A and hash B are combined and hashed to produce hash AB, and
hash CD is produced in the same way. Finally, hash AB and hash CD are
combined and hashed to form the Merkle root of the tree.
A Merkle tree allows efficient and secure verification of the contents of a large
data structure. For instance, using the Merkle root and applying the properties of
cryptographic hash functions, one can quickly tell if transactions in a given block
have been tampered with and the specific transaction that is being tampered. If a
single transaction in a confirmed block is altered, the Merkle root would end up
being completely different from the “correct” Merkle root and the tampering
would be obvious (Lai, 2018).
Merkle trees also allow users to verify that their transaction has been included in a
block without downloading the entire blockchain. Processes such as Simplified
Payment Verification are able to traverse branches in the Merkle tree and check if
a certain transaction has been hashed into that tree.
(D) Mining Process
In Blockchain technology, the process of adding transactional details to the present
digital/public ledger is called ‘mining.” Though the term is associated with Bitcoin, it is
used to refer to other Blockchain technologies as well. Mining involves generating the
hash of a block transaction, which is tough to forge, thereby ensuring the safety of the

entire Blockchain without needing a central system (Rawat, 2021).

Any new block in the chain is formed by hashing the transactions sent in the network by
participants. Take for instance, when they are requesting to send cryptocurrencies or to
save files. The block should have a block number (its count in the chain), data field,

cryptographic hash associated with it, and a Nonce (Haber & Stornetta, 2022).

The Nonce (Number Used Once) is used to generate a cryptographic hash that meets a

certain criterion to be valid. For instance, let us say a requirement that for the hash output
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to be valid it has to have four zeros in the lead (like the case in this output:
00001acbm010gfh1010xxx). Otherwise, it will be invalid. It is made valid by using the
nonce. A nonce is a random number that has to be changed manually and many times by
the way of guesswork such that when it is fed into the algorithm or hash function together
with the rest of the block data. It must give a valid block that obeys the rule or target, for

instance starting with the four zeros (Haber & Stornetta, 2022).

This is actually what miners do in Proof of Work algorithms, the mining software keeps
on guessing the number starting with one, incrementally. It keeps feeding the guesswork
until it produces a hash output that meets the specified criterion or target. The expiry
duration it takes to make a correct guess for a particular block data set varies from
blockchain to blockchain, with Bitcoin being 10, Ethereum 3 seconds, etc. Numerous
nodes in the blockchain network try to figure out the right hash value to meet a pre-
determined condition using computational algorithms. The node or miner that does the
correct guesswork is rewarded with cryptocurrency in the case of Proof of Work. To put
it more plainly, Blockchain miners attempt to solve a mathematical puzzle, which is
referred to as a proof of work problem. Whoever solves it first gets a reward. Once the
block is mined, it is added to the previous chain, making it immutable or unchangeable

but also publicly available via the blockchain explorers (Haber & Stornetta, 2022).

(E) Properties of Blockchain

The properties or features of blockchain are depicted in Plate 2.3.
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Plate 2.3: Features of blockchain (Euromoney Learning, 2020).

Other properties are flexibility, transparency and decentralization. Following the
descriptions of Ma (2020), the characteristics of Blockchain technology are briefly
discussed below.

(i) Decentralization: Through decentralized operations and storage, each node of the
blockchain implements the verification, delivery, and management of information
at the local side. Blockchain technology does not rely on an additional third-party
control; it has no centralized control.

(if) Immutability: After a block has been approved and added to the blockchain, it
cannot be tampered with. Accordingly, once a block in the blockchain is altered, it
will be detected immediately and rejected by other nodes.

(iii) Transparency: The data in blockchain is completely public and anyone can
access it. Within the information flow, one can clearly see who is passing data to
whom as blockchain maintains a continuous transaction log file.

(iv) Flexibility: The technology of blockchain is open source and anyone can

modify it into his own version. There are already numerous flexible blockchain
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platforms available, and users can also redevelop a new blockchain platform if
they desire so. Blockchain is an unlimited technology meaning that users can
create multiple applications based on blockchain.

(V) Anonymous/Privacy: In blockchain, each user is anonymous, and each user
can have multiple addresses. When the system is operating, only one address is
used as the identity, and the anonymous address can hardly be mapped to the real
person, thereby protecting the user's privacy.

(vi) Security: Public key encryption is used in blockchain to protect data
security. Users can generate their own key pairs, including a private key and a
public key. Private key is used to sign data, and public key is used to verify the
authenticity of the signed data. As long as the user prevents the private key from
leaking, the data will remain secured.

(vii) Unanimous/Consensus: Consensus refers to the ability of the nodes within a
distributed blockchain network to agree on the true state of the network and on the
validity of transactions. Typically, the process of achieving consensus is
dependent on the so-called consensus algorithms (Binance Academy, 2020).

(vii) Distributed Technology: Blockchain networks utilize distributed
technology that collects a digital record of any event and store it in a distributed
database that is shared among all the users connected with it.

(ix) Timestamped: Blockchain timestamp is a small data stored in each block as
a unique serial and whose main function is to determine the exact moment in
which the block has been mined and validated by the blockchain network.
Implementing a timestamp makes it impossible to repeat a block in the future,
since in addition to the time, the date of creation of the block is also stored,
therefore, there is no possibility that it will be repeated.

(x) Programmable: Blockchain is programmable, meaning that a programmer can
actually write a program in a high-level language that expresses the terms of a

smart contract that is being carried out on the blockchain. Programmability is what
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makes blockchain truly transformational. Programming is a necessary component

to realizing the full potential of blockchain.

2.1.2 Product Inherent Features

Product inherent features are characteristics or properties that are indissolubly linked with
the product, and induced by the production process itself. The specific conditions of
production, manufacturing technologies and materials generate specific features (such as
plasticity, elasticity, thermal conductivity, shape, color, surface texture, transparency),
which identify the product uniquely. Since a counterfeiter gains margin by the use of
inferior production processes and materials, the differences between genuine product and
counterfeit can be captured from these inherent features in an automated fashion. On the
other hand, high-quality branded products, as the target of counterfeiting, have usually,
due to the production processes and materials used, and in view of its processing
machinery and equipment, a grade of high quality. The specific conditions of production,
manufacturing technologies and materials generate specific features, which serve as proof
of the product identity (Horn, 2012).

In general, only the person familiar with the manufacture of the product can combine
these inherent characteristics in their entirety so that it can differentiate the genuine
product from a clear counterfeit. The technological approach is the detection of these
features in an automated fashion through the combination of digital sensing and machine

learning.

The product inherent feature approach is based on the stationary and mobile capture of
key product features indissolubly linked with the product which enable its production
process to be traced. The inherent characteristics that the high-quality production process
impregnate in the genuine product are combined with one another to serve as proof of
product identity. They form the basis on which electronic certificates of authenticity can
be issued without the need for complicated explicit security markings. The identity

characteristics captured by this range of sensors serve both for the product identification
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and product authentication. This gives enhanced protection against counterfeiting as the
inherent characteristics can neither be copied nor removed from the product.
(Blankenburg, 2015).

As discussed in (Horn, 2012), the detection mechanisms of common product inherent

features such as shape, surface texture and odour are briefly described below.

(A) Shape: One distinguishable feature of brand products is the shape itself. To
capture the shape of a real-world object in three dimensions a 3D scanner, or
range camera, is be used. Three-dimensional (3D) data capture of shape is
necessary for counterfeit detection, because it provides important additional
information. Most 3D shape matching approaches or applications use Iterative
Closest Point Algorithm or its optimized variants to match objects.

(B) Surface Texture: Image texture is defined as a function of the spatial variation of
pixel intensities. The ability to characterize visual textures and extract the features
inherent to them is considered to be a powerful tool for counterfeit detection. A
textural signature capable of capturing these features, and in particular capable of
coping with various changes in the environment, would be highly suited to
describing and recognizing image textures. A description method based on fractal
geometry known as the multifractal spectrum is a useful tool in characterizing
image texture.

(C) Odour: Much effort has been spent on how odour could be measured. The
European Standard EN-13725 defined a method for the objective determination of
the odour concentration of a gaseous sample using so called dynamic
olfactometry. It is currently the only standardized method for the evaluation of

odour impressions.

2.1.3 Copy Sensitive QR Codes
A Quick Response (QR) code is an enhancement on traditional unidimensional barcodes

that stores vast information as a series of pixels in a square-shaped grid, and can be read
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easily by a digital device such as a smartphone. They are decoded by specialized software
that is able to extract data from the patterns that are present in the matrix (Hayes, 2021).
QR codes are frequently used to track information about products in a supply chain, and
often used in cryptocurrency wallet addresses, marketing and advertising campaigns. QR
codes are often used to contain web address information and links, but they can also be
used to direct Smartphone users to a multitude of other media too (e.g., videos, images
etc.). Every QR code consists of a number of black squares and dots which represent
certain pieces of information. When a Smartphone scans this code, it translates that
information into something that can be easily understand by humans. There is plethora of
online QR code generators that make the entire QR code generation process extremely

straightforward. A typical QR code is shown in Plate 2. 4.

Plate 2.4: A typical Quick Response (QR) code (Hayes, 2021)

In order to enhance the security of QR code, a Copy Sensitive Graphical Codes (CSGC)
could be inserted into it. The detection of counterfeits using a CSGC relies on an
"information loss principle”, which states that every time a digital image is printed or
scanned, some information is lost about the original digital image. A CSGC is a
maximum entropy image that attempts to take advantage of this information loss. Since

producing a counterfeit CSGC requires an additional scanning and printing processes, it
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will have less information than an original CSGC. By measuring the information in the
scanned CSGC, the detector can determine whether the CSGC is an original print or a
copy (Zhang, & Nenghai, 2019). Additionally, each printer or scanner has its own
signature. Using these two properties, the authentication test can distinguish the original

CSGC (printed once) from copied/counterfeited (printed several times).

2.2 Review of Related Works

In this section, we have carried out an exhaustive review a good number of related works
in order to further enhance our knowledge in the development of a blockchain-based anti-
counterfeiting system that uses an enhanced algorithm, and employs product inherent
features as well as location coordinates copy-sensitive Quick Response (QR) codes. The
review covers apposite areas such as Ethereum-based blockchain networks, blockchain
consensus algorithms, smart contracts, decentralized blockchain applications (dApp),
blockchain explorer, modelling blockchain-based systems, techniques for product
inherent features, copy-sensitive QR codes, cryptography, and blockchain-enabled supply

chain anti-counterfeiting and traceability.

2.2.1 Modelling Blockchain-based Systems

The approach for risk modelling of blockchain ecosystem was described in (Kabashkin,
2017). Practical realization of simulation on the base of Petri Net model was proposed.
The process of E-net model design for analysis of blockchain platform and critical
aspects of a blockchain solution included the next main components: formal construction
of the individual blocks process formation in the blockchain; formal construction for
transformation probability of various possible risks in the blockchain ecosystem into the
generator of risk events; formal metamodeling of blockchain operation with critical
aspects of a blockchain solution; base set of modelling elements for above-mentioned

transformation procedure; and software tools for simulation experiment.

Jurgelaitis, Drungilas, Ceponiene, Butkiene, and Vaiciukynas (2019) proposed a method

based on Model Driven Architecture, which could be used for defining and specifying
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blockchain structure and behavior. Such approach could be used as one of the ways for
describing blockchain-based systems in a more general language in order to facilitate

blockchain development process.

Memon, Li, Ahmed, Khan, Nazir and Mangrio (2018) implemented the simulation of
mining process in Blockchain based systems using queuing theory. They took the
parameters of one of the mature Cryptocurrency, Bitcoin's real data and simulated using
M/M/n/L queuing system in JSIMgraph. They achieved realistic results; and expect that it

will open up new research direction in theoretical research of Blockchain based systems.

In (Ling, Le, Wang, Ding & Gao, 2021), an analytical framework was developed to
model blockchain radio access network (B-RAN) and to provide some basic fundamental
analysis. Starting from block generation, a queuing model based on a time-homogeneous
Markov chain was established. From the queuing model, the performance of B-RAN was
evaluated with respect to latency and security considerations. Finally, to validate the

proposed model, experimental results were presented via an innovative prototype.

The authors in (Memon, Li & Ahmed, 2019) proposed a queuing theory-based model for
understanding the working and theoretical aspects of the blockchain. They validated the
model using the actual statistics of two popular cryptocurrencies, Bitcoin and Ethereum,
by running simulations for two months of transactions. The obtained performance
measures parameters such as the Number of Transactions per block, Mining Time of
Each Block, System Throughput, Memorypool count, Waiting Time in Memorypool,
Number of Unconfirmed Transactions in the Whole System, Total Number of
Transactions, and Number of Generated Blocks; these values were compared with actual
statistics. It was found that the results gained from the proposed model were in good

agreement with actual statistics.

Three complementary modeling approaches based on well-known software engineering

models were presented and applied to a blockchain-oriented software (BOS) system by
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Rocha and Ducasse (2018). The goal of the proposed model to start discussions on

specialized blockchain modeling notations was well achieved.

Seebacher and Maleshkova (2018) proposed a model-driven approach, combining an
ontology and a layer model, that is capable of capturing the properties of existing
blockchain-driven business networks. The layers were used to facilitate the
comprehensive description of such networks. They also introduced the Blockchain
Business Network Ontology, formalizing the concepts and properties for describing the
integral parts of a blockchain network. Finally, they showed the practical applicability of

their work by evaluating and applying it to an available blockchain use case.

The authors (VIadyko, Spirkina & Elagin, 2021) proposed approaches to modeling
blockchain-based systems and, as an example, proposed to use a simulation system to
assess the performance of a blockchain network and its elements. An overview of
analytical and simulation modeling solutions focusing on mass service systems was

conducted and presented. Simulation comparison results are presented.

2.2.2 Blockchain Consensus Algorithms

Lashkari and Musilek (2021) carried out a comparative analysis of 130 consensus
algorithms using a novel architectural classification. The distribution of the reviewed
algorithms was analyzed in terms of the proposed classification and different application
domains, along with the applicability of each class among the top 10 platforms in the
most prominent blockchain application domains. The analysis concluded that envisaging
future prospects for consensus algorithms is an important part of distributed ledger

technology.

The authors in (Shahaab, Lidgey, Hewage & Khan, 2019) reviewed 66 known consensus
protocols, and classified them into philosophical and architectural categories, also
providing a visual representation. As a case study, they focused on the public sector and

highlighted potential protocols. They also listed these protocols against basic features and
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sector preference in a tabular format to facilitate selection. Finally, they argued that no
protocol is a silver bullet, therefore consensus algorithms should be selected carefully,

considering the sector requirements and environment.

Yang, Zhou, Wu, Long, Xiong and Zhou (2019) introduced the computing power
competition of Proof of Work (PoW) into Delegated Proof of Stake (DPoS) in order to
design an improved consensus algorithm named Delegated Proof of Stake with
Downgrade (DDPoS). Through further modification, the impact of both computing
resources and stakes on generating blocks was reduced to achieve higher efficiency,
fairness, and decentralization in consensus process. Then a downgrade mechanism was
proposed to quickly replace the malicious nodes to improve the security. The simulation
experiments in blockchain system show that the proposed consensus algorithm is
significantly more efficient than PoW and PoS. Moreover, through the downgrade
mechanism, the proposed consensus algorithm can detect and downgrade malicious

nodes timely to ensure the security and good operation of system.

Santiago, Ren, Lee and Ryu (2021) designed a Byzantine fault-tolerant consensus
protocol for sharded blockchain networks that does not rely on expensive leader-driven
communication. The proposed protocol selects a single block proposer at a time and uses
threshold signatures as a voting mechanism to confirm the validity of the proposed block.
By using a gossip-like communication scheme, each node can collect and recover the
group signature. With only one block proposer per consensus round, there is no
possibility of conflicting blocks and resultant forks. Performance analysis shows that the
proposed protocol enabled hundreds of nodes to participate in the agreement process, and

finalized large blocks in approximately 10 seconds.

An improved Proof-of-Trust (PoT) consensus scheme with the underlying technology of
blockchain, which is appropriate for crowdsourcing service scenarios, was proposed in
(Zhu, Li, Fang & Chen, 2020). Firstly, the PoT consensus selects nodes with high

credibility using subjective logic reputation algorithm. Only selected nodes have the
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chance to generate blocks, participate in verification, and perform crowdsourcing tasks.
Secondly, the choice scheme of generate-block nodes was further optimized through the
unpredictability of timestamp and digital signature. Moreover, an incentive mechanism
based on game theory was designed in this consensus. The analysis and simulation results
demonstrated the effectiveness, feasibility and scalability of the proposed approach. The
miner selection process of improved Proof-of-Trust (PoT) consensus scheme is shown in
Plate 2.5.

Miner candidate 1,-==-"-- SMiner
candidate n

Reputation
algorithm

Miner 1,-==-=-- ,Miner m
Random
selection
algorithm
bidding nodes the generate verification nodes

block node

Plate 2.5: Miner selection process of improved Proof-of-Trust (PoT) consensus scheme
(Zhu et al., 2020).

Du, Chen & Ma (2020) proposed a new type of consensus algorithm: mixed Byzantine
fault tolerance (MBFT), that uses sharding and layered technology. MBFT functionally
partitions the nodes that participate in the consensus process and improves the scalability
and efficiency without sacrificing security. MBFT also introduces a random node

selection mechanism and a credit mechanism to improve security and fault tolerance. The
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result of a performance evaluation proved that MBFT has good security and scalability as

well as high throughput.

In (Mihaljevic, 2020), the author proposed a technique that provides a flexibility for
selection of the energy and space resources which should be employed by a node
participating in the consensus procedure. The technique originated from the
cryptographic time-memory-data trade-off approaches for cryptanalysis. The proposed
consensus technique is based on a puzzle where the problem of inverting one-way
function is solved by employing a dedicated Time-Memory-Data Trade-Off paradigm.
The technique was implemented in Go language, and included as an alternative

consensus option in Ethereum platform.
2.2.3 Blockchain Cryptographic Algorithms

Liang, Zhang, Lei, Tang, Li and Zomaya (2021) proposed a homomorphic encryption-
based Blockchain for circuit copyright protection that effectively addresses the issues in
the protection of circuit copyright transactions, such as low security of private data, low
efficiency in transaction data storage, cooperation and supervision. They established a
homomorphic encryption-based mathematical model by utilizing Blockchain and
intelligent contract, and next, the algorithms that include Blockchain generation,
homomorphic chain encryption/decryption, and intelligent contract are designed. The
experimental results show that the proposed algorithm reduced the transmission cost and
improved the efficiency of data storage and supervision. In addition, it was resilient to
several common attacks (e.g., double-spending attacks), yet it incurred low cost/overhead

and has a higher level of security when compared to three other competing algorithms.

A blockchain privacy protection scheme based on ring signature was constructed by Li et
al. (2020). The solution built a privacy data storage protocol based on the ring signature
on the elliptic curve, and used the complete anonymity of the ring signature to ensure the
security of data and user identity privacy in blockchain applications. The correctness and

safety proof analysis of the proposed scheme were also carried out.
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Yaji, Bangera and Neelima (2018) considered Goldwasser-Micali and Paillier encryption
schemes for the comparative evaluation study with a focus on data privacy techniques. It
was proved that the above two encryption schemes have less processing time and provide
more strength to the possible attacks. Finally, the pros and cons of the Goldwasser-
Micali, Paillier and non-homomorphic encryption schemes that are expected to add value

to blockchain technology were extensively discussed.

A blockchain-based trusted data management scheme (BlockTDM) in edge computing
was proposed by Zhaofeng, Xiao-chang, Jain, Khan, Hongmin and Zhen (2020). The
proposed scheme includes mutual authentication protocol, flexible consensus, smart
contract, block and transaction data management, blockchain nodes management, and
deployment. The BlockTDM scheme can support matrix-based multichannel data
segment and isolation for sensitive or privacy data protection, and moreover, the authors
designed user-defined sensitive data encryption before the transaction payload stores in
blockchain system, and implemented conditional access and decryption query of the
protected blockchain data and transactions through smart contract. Analysis and
evaluations manifest that the proposed BlockTDM scheme provides a general, flexible,
and configurable blockchain-based paradigm for trusted data management with tamper-
resistance, which is suitable for edge computing with high-level security and

creditability.

The research carried out in (Durga, Poovammal, Ramana, Jhanveri, Singh & Yoon,
2022) proposed a novel chaotic encryption-based blockchain-10T architecture to clinch
the security and privacy of data. Since smart sensors and image sensors are used widely
in an 10T environment, the proposed scheme was tested with different image sets to
evaluate performance metrics such as Number of Pixel Change Rate (NPCR), Unified
Averaged Changed Intensity (UACI), Correlation Coefficients, and entropy under
different attack scenarios. The result obtained indicates an NPCR of 99.65%, a UACI of
34%, and an entropy value close to 8. These values revealed that the novel chaotic

encryption-based blockchain-10T architecture will be safe from 10T attacks.
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Chen, Kuo and Wu (2021) examined the possibility (or cost) of embedding the ideal
lattice-based FHE into the Ethereum Blockchain for building up a new trustworthy
framework with security and privacy protection capability. Due to the limitations of
current Blockchain, the execution of FHE is conducted off-chain; at the same time, on-
chain members can call FHE-based functions to directly compute the ciphertext domain
operations after their Smart Contracts have been deployed to the Blockchain. To illustrate
and benchmark the examining results of the framework, an FHE and Blockchain-based
Vickrey auction system was also developed, in which the online bidding prices were kept
secret. Simultaneously, the determination of the winner and the transferring of payments

were conducted autonomously by smart contracts.

Zhang et al. (2019) presented a practical scheme by adding ldentity-Based encryption
system, which effectively improves the data privacy for non-transaction applications.
Analyses show that the proposed scheme has a high security level which can prevent both
disguise and passive attacks, and is functional, effective and practical in many

applications for non-transactional scenarios.

A blockchain architecture based on the proxy re-encryption scheme was proposed by
Zonda and Meddeb (2020). The scheme was integrated within smart contracts to provide
a very efficient, fast, and secure platform. The proposed architecture was implemented in

an Hyperledger Blockchain and tested in a real transport and mobility use case.

Lai, Hsueh and Wu (2019) proposed a protocol and a reliable encryption scheme to make
time-sensitive message be opened on time at a fully decentralized environment, which is
then integrated with the blockchain to adapt to different computing power situations. The
method also provided the capability of incorporating with appropriate incentives for
encouraging participants to contribute their computing resources, which makes the

system more suitable for real world applications.

A proxy re-encryption approach to secure data sharing in cloud environments was

proposed by Agyekum, Xia, Sifah, Cobblah, Xia and Gao (2021). Data owners can
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outsource their encrypted data to the cloud using identity-based encryption, while proxy
re-encryption construction will grant legitimate users access to the data. With the Internet
of Things devices being resource-constrained, an edge device acts as a proxy server to
handle intensive computations. Also, the authors made use of the features of information-
centric networking to deliver cached content in the proxy effectively, thus improving the
quality of service and making good use of the network bandwidth. Further, the proposed
system model was based on blockchain. The security analysis and evaluation of the

scheme showed that the approach can ensure data confidentiality, integrity, and security.

2.2.4 Creating Smart Contracts

The authors, Pinna, Ibba, Baralla, Tonelli and Marchesi (2019) performed a
comprehensive empirical study of smart contracts deployed on the Ethereum blockchain.
The objective of the analysis was to provide empirical results on smart contracts features,
smart contract transactions within the blockchain, the role of the development
community, and the source code characteristics. They collected a set of more than 10000
smart contracts source codes and a dataset of meta-data regarding their interaction with
the blockchain from etherscan.io. Thereafter, they examined the collected data computing
different statistics on naming policies, smart contract ether balance, number of smart
contract transactions, functions, and other quantities characterizing the use and purpose
of smart contracts. The results obtained show that blockchain software is rapidly
changing and evolving and it is no longer devoted only to crypto-values applications but

to general purpose computation.

Khan et al. (2021) presented a comprehensive survey of blockchain-enabled smart
contracts from both technical and usage points of view. To do so, they presented a
taxonomy of existing blockchain-enabled smart contract solutions, categorized the
included research papers, and discussed the existing smart contract-based studies. Based
on the findings from the survey, they identified a set of challenges and open issues that

need to be addressed in future studies.
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The authors, Varela-Vaca and Quintero (2021), identified and categorized the state-of-
the-art related to smart contract languages, in terms of the existing languages and their
main features. The review was conducted as a multivocal mapping study that followed
the guidelines for conducting multivocal literature reviews as well as the established
policies for conducting mapping studies. As a result of the implementation of the review
protocol, 4,119 papers were gathered, and 109 of them were selected for extraction.
Consequently, 101 different smart contract languages were identified and classified
according to a variety of criteria. Furthermore, a discussion on the findings and their

implications for future research was outlined.

The study (Dwivedi, Norta, Wulf, Leiding, Saxena & Udokwu, 2021) reviewed existing
Smart Contract Languages (SCL) and identified properties that are critical to any future
SCL for drafting legally binding contracts. This was achieved by conducting a Systematic
Literature Review (SLR) of white- and grey literature published between 2015 and 2019.
Using the SLR methodology, 45 Selected and 28 Supporting Studies detailing 45 state-
of-the-art SCLs were selected. Finally, 10 SCL properties that enable legally compliant
decentralized autonomous organizations (DAOs) were discovered, and specifications for

developing SCLs were explored.

Harz and Knottenbelt (2018) made significant efforts to improve the security of smart
contracts by introducing new programming languages and advance verification methods.
First, they introduced several smart contract languages focusing on security features. To
that end, they presented an overview concerning paradigm, type, instruction set,
semantics, and metering. Second, they examined verification tools and methods for smart
contract and distributed ledgers. Accordingly, they introduced their verification approach,
level of automation, coverage, and supported languages. Finally, they presented future
research directions including formal semantics, verified compilers, and automated

verification.
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The research carried out by Kannengiesser, Lins, Sander, Winter, Frey and Sunyaev
(2021) identified 29 challenges (e.g., code Vvisibility, code updateability, and
encapsulation) associated with smart contracts, and proffered 60 solutions (e.g., gas limit
specification, off-ledger computations, and shadowing). Moreover, it developed 20
software design patterns (SDPs) in collaboration with smart contract developers. The
SDPs help developers adjust their programming habits and thus support them in their
daily development practices. The results obtained provide actionable knowledge for
smart contract developers to overcome the identified challenges and offer support for
comparing smart contract integration concepts across three fundamentally different
Distributed Ledger Technologies protocols (i.e., Ethereum, EOSIO, and Hyperledger
Fabric).

The work in (Mao et al., 2019) designed a visual and user-defined smart contract
designing systems. It makes the development of domain-specific smart contracts simpler
and visualization for contract users. The system implemented the domain-specific
features extraction about the crawled data sets of smart contract programs by TF-IDF and
K-means++ clustering algorithm. Then, it achieved the automatic generation of unified
basic function codes by Char-RNN based on the domain-specific features. The system
adopted Google Blockly, and linked the generated codes with Ul controls. Finally, it
provided a set of specialized templates of basic functions for users to design smart

contracts with friendly interface.

Cai, Qu, Liu and Yu (2019) proposed a smart contract based on light-weighted quantum
blind signature. Firstly, a smart contract architecture was built, and information
processing and information transmitting for quantum blind signature were analysed.
Then, life cycle and signature rules of quantum blind signature as well as quantum blind
signature protocol for single signer in light-weighted smart contract were designed.
Finally, based on the former single-person signature algorithm, a more complex multi-

person quantum blind signature algorithm was proposed, and its security was analysed.
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The proposed quantum signature schemes based on quantum entanglement features, will

improve the security of blockchain smart contracts against quantum attacks.

The authors (Dwivedi, Pattanaik, Deval, Dixit, Norta & Draheim, 2021) specified a
smart-legal-contract markup language (SLCML) for legal and business constructs to draft
a legally-binding decentralized autonomous organizations (DAQ). They first presented a
formal smart-contract language (SCL) ontology to describe the legal and business
semantics of a DAO. Secondly, they translated the SCL ontology into SLCML. They
demonstrated and evaluated SLCML language through the specification of a real life-
inspired Sale-of-Goods contract. Finally, the SLCML use-case code was translated into

Solidity to demonstrate its feasibility for blockchain platform implementations.

Kim and Lee (2020) proposed an automated method to assess contract analyzers of smart
contracts by diversifying test cases. They also presented a systematic method to diversify
test cases by combining smart-contract-specific bugs and static analysis barriers. In the
experimental results, they identified nine erroneous alarms in the state-of-the-art contract

analyzers with automatically generated test cases on five vulnerabilities.

J. Liu and Z. Liu (2019) proposed a taxonomy toward the topic of security verification of
blockchain smart contracts and discussed the pros and cons of each category of related
studies. Through in-depth analysis of these studies, they realized that the verification of
smart contracts based on the formal method is the more significant and effective method
to validate whether a smart contract is credible and accurate. They further presented
representative studies of formal verification of smart contracts in detail to demonstrate
that using a formal method to validate blockchain smart contracts must have a promising

and meritorious future.

An overview on the state-of-the-art of smart contracts was presented in (Zheng et al.,
2020). They first provided a brief review on smart contract and blockchain technologies.

They also pointed out the challenges in smart contracts in different aspects of creation,
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deployment, execution, and completion of smart contracts. Finally, they discussed recent

advances in solving these challenges.

Kemmoe, Stone, Kim & Son (2020) presented the state-of-the-art technologies of the
smart contract protocol. Specifically, they surveyed the most recent advances, then
classified them into four categories based on their goals and purposes to effectively
deliver knowledge of the current status of smart contracts in domains such as
cryptography, access management, and social applications, as well as the structure of
smart contracts. In each of these categories, they highlighted the shortcomings of some
recent works. Lastly, they proposed interesting future research directions that may help in

the advancement and proliferation of smart contracts.

Jiao, Kan, Lin, Sanén, Liu & Sun (2018) introduced an executable operational semantics
of Solidity formalized in the K-framework. They presented the semantics of the core
features of Solidity, namely memory operations, new contract instance creations and
function calls, with an emphasis on the semantics of the exception handling features. The
semantics was designed from a general point of view to adapt to the language evolution
of smart contracts. Experiment results show that the proposed Solidity semantics has
already completely covered the supported high-level core language features specified by
the official Solidity documentation, and the covered semantics is consistent with the
official Solidity compiler Remix. Furthermore, the proposed semantics ensures correct
and secure high-level execution behaviors of smart contracts to reason about compiler

bugs and assist developers in writing secure smart contracts.

Sayeed, Marco-Gisbert and Caira (2020) classified blockchain exploitation techniques
into four categories based on the attack rationale; attacking consensus protocols, bugs in
the smart contract, malware running in the operating system, and fraudulent users. They
then focused on smart contract vulnerabilities, analyzing the seven most important attack

techniques to determine the real impact on smart contract technology. Finally, they
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revealed that even adopting the ten most widely used tools to detect smart contract

vulnerabilities does not guarantee high security level.

Tian et al. (2020) proposed a smart contract classification approach based on Bi-LSTM
model and Gaussian LDA, which can use a variety of information as inputs of the model,
including source code, comments, tags, account and other content information. Bi-LSTM
was utilized to capture grammar rules and context information in source code, while
Gaussian LDA model was employed to generate comments feature where the semantics
of the comments are enriched by embeddings. They also used attention mechanism to
focus on the more relevant features in smart contracts for tags, and fuse account
information to provide additional information for classification. The experimental results
show that the classification performance of the proposed model is superior to other

baseline models.

The application of Oracle to fetch off-chain data results in rising deployment costs and
requires Ethereum smart contract developers to follow format in programing contract,
this constraint decreases the readability of smart contract. Thus, Liu et al (2018) proposed
an off-chain data fetching architecture which is cost-effective and highly elastic for smart
contract. It also compatible with exited contract, which makes Ethereum smart contract

owner able to automate the reply process.

Molina-Jiménez, Sfyrakis, Solaiman, Wong, Chun and Crowcroft (2018) discussed the
implementation of smart contracts on hybrid architectures. They showed how a smart
contract can be split and executed partially on an off-blockchain contract compliance
checker and partially on the rinkeby ethereum network. To test the solution, they exposed
it to sequences of contractual operations generated mechanically by a contract validator

tool.

2.2.5 Ethereum-based Blockchain Networks
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Wood (2018) discussed Ethereum blockchain platform with respect to its design,
implementation issues, the opportunities it provides and its future. He described its
technological capacity to provide to the end-developer a tightly integrated end-to-end
system for building software on a hitherto unexplored compute paradigm in the

mainstream.

The authors in (Khan et al., 2020) proposed a content protection and transaction method
using Blockchain Ethereum Technology. An encryption algorithm was incorporated in
the proposed system to make transactions transparent, and it was also implemented on the
content itself to prevent from smart forgery and hacking. The experimental results signify
that the proposed method has strong potential to enhance transactions transparency by

minimizing the security threats in digital content transactions.

In (Wang et al., 2019), a cloud user identity management protocol based on Ethereum
blockchain was proposed, followed by an establishment of a simple credit management
system framework. The new protocol is an improved version of Consolidated ldentity
Management (CIDM) referred to as Ethereum-based Identity Management (EIDM)
protocol. In the improved protocol, JSON Web Token (JWT) in OAuth 2.0 was used to
introduce smart contracts into EIDM protocol, and the credit management system was
added to the system so that it can provide a credible identity authentication protoc